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Mailbox Setup

* Mailbox types

e Steps

e Configuration
Settings

Incoming Email
Flow

e Barracuda
e Techmail

Agenda

Advanced
Outgoing Setup

e DKIM
* SPF

Troubleshooting
tips
e Headers

¢ File Attachments
e Bounces




Types of mailboxes

Two types of mailboxes that are used by Oracle BUETEEEELEEEREAN o) Maiboxes =
Service Cloud: Configuration

Mailb
b [ Staff Management © Mailbores

- process email
communications on incidents

w* emlwbnr

¢ emplates
2. Outreach Mailboxes - send outreach ) Conect Pesword Conft
email communications (surveys and
mailings)

B 1ogs

A.-.- Flr:- CESS

fm Cutreach
e Database




Types of mailboxes

Two types of mailboxes that are used by Oracle BEEEEEEE BN 2 Mailboxes = x
Service Cloud: Configuration

P @ Staff Management

_ process ema|| b @ Application Appearance v crmlwbnr

~ [@ Site Configuration

communications on incidents B Interfaces v Oracle Managed Service Mailboxes
‘ Meszage Templates ﬂ whnrservicernailbox@ custhelp.com

- sen d (o) ut reac h ; Contact Password Confic ¥ Service Mailboxes
g Ll Ei rightnowseeecs.testthree@grmail.com

email communications (surveys and B Distribution Lists CEE—

rr
o r Rules
mal I 1 gS ) B Configuration Settings ﬂ whbnroutreachmailbox@rnmk.com

0 Mailboxes

EE] Message Bases

Both Service and Outreach mailboxes can in B File Manager

turn can be of two kinds: e

L] . -
& s Process Designer

= h (0] Ste d on [ Intemationalization

' & Service
O rac I € S servers i Opportunity Tracking

fm Cutreach

- hosted outside of s Database
Oracle's infrastructure




Steps of Mailbox Setup

Create Add mailbox _— Recommended: set

EGW_ENABLED EGW_SAVE_EMAIL_

Mailbox in Console o Yes HEADERS to Yes

Answer ID 331: Setting up mailboxes in Oracle Service Cloud



https://cx.rightnow.com/app/answers/detail/a_id/331

Setting up Oracle-managed Mailboxes

P Mailboxes = x

Mailb
© Mailboxes (L4 Mailboxes Incoming Email - Edit

¥ emlwbnr
¥ Oracle Managed Service Mailboxes *Name

!a whnrservicemailbox@ custhelp.com [ whnrservicemailbox@ custhelp.com

Service Mailboxes

Outgeing Email Enable

Incoming Email Enable  To configure ‘Incoming Email Enable’ for an Oracle Managed
Mailbox, please visit https://cloud.oracle.com

Outreach Mailboxes

Default

Incoming Email

((*POP Server ) Message Pull Limit
magmailrmw.int.rightnowtech.com [ 5000 l
*POP Account Mazx Attachment Size Enable Attachments
whnrservicernailbox@ custhelp.com [ 5000000 ]
Password Maximum Description Size
SRR EED
L 250000 |
Send Rejected Messages To
[ Force Reply Between Lines
_ . Delete Bulk Messages
Discard Automatic Responses Delete Returned Messages
[ Conservative vl

Discard Filters

Addresses I Headers l Subject l Body ] Mime Type l File Types ]

[ l




Setting up O

#P Mailboxes = x

0 Mailboxes

* emlwbnr

¥ Oracle Managed Service Mailboxes

Service Mailboxes

Outreach Mailboxes

e-managed Mailboxes

!j whnrservicemnailbox@custhelp.com @

[ Mailboxes Outgoing Email - Edit

*Name

[ whnrservicemailbox@custhelp.com ]

Outgeing Email Enable

Incoming Email Enable  To configure ‘Incoming Email Enable’ for an Oracle Managed

Mailbox, please wvisit https://cloud.oracle.com
@] Default

QOutgoing Email
*Envelope From / Bounce Address

[ whnrservicemailbox@rmailmw,.custhelp.com ]

Friendly From / Branded Address

Reply-To Address

[ whnrservicemailbox@rmailmw.custhelp.com ]

Display Name

[ ]

Ay MOTE Display Mame applies to "Envelope From," "Friendly From”
and "Reply-to" addresses




Email sent to

Oracle Service Cloud
mailbox

Incoming email: Flow (1)

Barracuda — SPAM Filtering

e1st Layer — Firewall:
eSender IP address check
eVirus scan
eSpam URLs (intent filtering)
*2nd Layer — Per Mailbox Settings:
*SPAM Scoring
eBlocklist/Whitelist

Email waits in mailbox for
techmail run

Techmail — App filtering

*Mailbox discard filters, see

eConfiguration Settings (EGW_%)
*Business Rules

¢ All techmail filter reasons are detailed
in

NOTE: Techmail does not handle outgoing email

Incident Created/Updated



https://cx.rightnow.com/app/answers/detail/a_id/6492
https://cx.rightnow.com/app/answers/detail/a_id/6492

Qutgeing Incoming Security | Audit
Email

'_'}‘ Mailboxes = x

O Mailboxes

¥ emlwhbnr
w Oracle Managed Service Mailboxes
i_'a whnrservicemailbox@custhelp.com
w Service Mailboxes
l_'}‘ rightnowseeecs.testthree@gmail.com
w Outreach Mailboxes

i_’d]wbr1routreachmailbox@mmk.com

SPF:
DKIM:
both (optional)*:

any (optional):

Outgoing email: DKIM and SPF

[ Mailboxes Outgoing Email - Edit

*Name

| whnrservicemailbox@ custhelp.com

Outgoing Email Enable

Incoming Email Enable  To configure ‘Incoming Email Enable’ for an Oracle Managed
Mailbox, please visit https://cloud.oracle.com

Default

Outgoing Email
*Envelope From / Bounce Address

[wbnrser\ricemailbox@mailmw.custhelp.com l

Friendly From / Branded Address

Reply-To Address

| whnrservicemailbox@mailmw.custhelp.com |

Display Name

|. Email Webinar Service |

!@ NOTE Display Name applies to "Envelope From," "Friendly From"
and "Reply-to" addresses

K-Apparently-To: rightnowsesscs.testons@yahoo.com; Wed, @4 Apr 2018 10:48:49 +00a2
Return-Path: <wbnrservicemailbox@mailme.custhelp.com>

| Received-SPF: pass (domain of mailmw.custhelp.com designates 74.117.203.124 as permitted sender)|

X-YMailIsa: lwXrakaWLDuEppdyKfNIQZOCPRQsuYIhpcz36YIbIVMTuUPHMQ
Jpptx1H8uyhuCa5yMNit11wBNRQ. zHC1C_15mKKG1EeVvDIQSQplZlHmezd3s
Ly NS 2t TIKwY JFviNGX27Rd TMby 11w3T jzw_FiOWQZyRFIULG2NyrNIis6
1Fqz82DF43XF7XyXsT71HhathIcxdotMoIlWsSEDYSsbsqHZDzUGucLvdas11
733IVolsMCmnVAT1KApeswbQLo3VEBhpLEFOSUICQbHEOYqmCARLSXOfri_1
pTHpxTIWYRKhCx_Vkecmdsj1MBHKYSIRYR_7Lej%c1N3ovIFpSEl. 9oFCaXG
f.Tqd. tujT3RE7m1X2KRorLmMab sy ra4XdudQPFy1F leDbG1R1agXEU 1Lkl
SH1ANSb1cWwS6KLSJ2FSgRIAY IM. e3XdXsHkudgkpUwh . PEPEMCAT18796vn
XVQevXkRANS2 JoKaGp4o_q9LDRuw7YIcUIlg8TxzS1VvTqaed_A QWHTNdrx
BUW12R4ACMUESDZvbSxx8S_4cEnjbgEwmiVISclsc3ml7COKSuuUQCyF . CdsN
sCdv] . AlgV3b3wgcX_3B6C2US41wHWR1xgG03eInSTTInTWEErmOM. 1X_Myc
8Ge0EEVU3ehj63vWVEGS. zhl1F . ILTWXIE2ZNNNHTBCVSTsWIANaTUWCcthCGsa
C41L1MUBr3pKgldyclnCRER1EGRgaNwgCl5@af rihcKmT7hEVZYXTLT . @42Y
ElmklukpbgT191N59rBqas42QHSY70EQF 2Q000uBQF OCTIFYSY3Bgpck3viGt
43VaiwkKKvHshNnxgqoulGLréx\VySw_HbahFulsPWQD3MPQxerdwl AORIUKALU
IyLoGedglfbvsfO3FsgeAmuRuy jbIUScPXd3WEPryDTksXklfr7_NPlglgvo
_1yKUEAZZ16yn450MAhLGIxjDYx55u. Jx10BXpnYuoOdwnuy7CIunHP 36584
J1t9C1loWwd9gPMwIMa jOx15tuQ7NBRMEELSGrNT ShSatCHE ST IrgRges 80jyv
PSU4yBpsbCeR5zXAQSGLLzyIWgzk@21R28ng_3jwzlkAkz2wln75B312gk.G
YotleaMisVXsAE]IGBIublayodMbvdezz 2nungyndQHBuiffqLGIqPCl3xRp
ZgtudQ--

X-Originating-IP: [74.117.2@3.124]

|Authentication—Results: mta4d66.mail.ggl.yahoo.com from=mailmw.custhelp.com; domainkeys=pass (ok); from=mailmw.custhelp.com; dkim=pass {ok)l

Received: from 127.8.8.1 (EHLO mailgwmwed.rightnowtech.com) (74.117.203.124)

by mtad466.mail.gql.yahoo.com with SMTPS; Wed, @4 Apr 20158 10:40:43 +0022

Return-Path: <wbnrservicemailbox@mailmw.custhelp.com:>

IDomainKey—Signature:|q=dns; a=rsa-shal; c=nofws;
s=dkrnt; d=mailmw.custhelp.com;
h=DKIM-Signature:Received:Content-Type:From:Reply-To:Cc:To:Date:Subject:MIME-Version:Message-Id;
b=WBopGHIDMI1IRTeEqG+18uwHT4arhATiX1IyhCLpAdVKMUl7 zzPFI1530jDLgF ZGFHE
3IXvXdGomReBESs1p+iDtMh LgBHy GVS 24 Hy 1hik§00Cm4X1b1diPKIHAFOWS  nyA
nGlrnTPe0g33Z0poynRS27EECKeYQWUTDPLSEKX @y LY=

DKIM-Signature: |v=1; a=rsa-shal; d=mailmw.custhelp.com; s=dkimrnt; c=relaxed/relaxed;

g=dns/txt; i=@mailmw.custhelp.com; t=1522838443;
h=From:Subject:Date:To:MIME-Version:Content-Type;
bh=n+be82FZiPqZhrkQuod3h+a7dvu=;
b=hwImuGvgtol/CUQnITY4WINWT ss@bB1i4H48N2ZRTHIRWL1ISAIBVCRagFbeqghTAS
GEriAQzepmmIkQTySwdYsqbhi86COV7 TLFESSrPTKSewlg7+b95ds11UgBoKgRxk
usBpWmFAb3Te8GwlbpjAAIDb+g+jqeZ IWWITUPaSTEE=;
Received: from [18.78.8.85] ([10.7©.8.85:39589)] helo=access-mw.rightnowtech.com)
by rntmwl2S.rnmk.com (envelope-from <wbnrservicemailbox@mailmw.custhelp.com:)
(ecelerity 3.6.25.56547 r({Core:3.6.25.8)) with ESMTP
id 54/3A-03006-0BBA4CAS; Wed, @4 Apr 2018 05:42:438 -9500
Received: from webmw22.int.rightnowtech.com (localhost [127.8.8.1])
by access-mw.rightnowtech.com ("Mail Server™) with SMTP id 45F1@1E5485
for <rightnowseescs.testoneflyahoo.com>; Wed, 4 Apr 2018 65:48:48 -8588 (CDT)
Content-Type: Multipart/Alternative;
boundary="------------ Boundary-88=_80PNVA4G200R00000008"
ar Service”
<wbnrservicemailbox@mailmw.custhelp.com>
Reply-To: "Email kWebinar Serwvice™
<wbnrservicemailbox@mailmw.custhelp. com>
Cc: rightnowseeecs.testonefyshoo.com,rightnowseeecs.testone@outlook. com
To: rightnowseeecs.testone@gmail.com
Date: Wed, 4 Apr 2018 ©3:48:48 -@78@ (PDT)
Subject: test standard setup [Incident: 138404-200082]
MIME-Version: 1.8
Message-Id: <RNTT.AvMGMurxDvBS~Rb~GtEe~yl1]vBg~7b~SIppazj~Pv_g.1522838448.20X0]0Y7aw! ! @webmu22. int. rightnowtech. com>
Content-Length: €199




Outgoing email: DKIM

Qutgeing Incoming Security | Audit
E

LLEYETTSOE R 7)) 130404-000000 X

O Mailboxes ; . . . .
<1 Mailboxes Outgoing Email - Edit
¥ emlwbnr
w Oracle Managed Service Mailboxes *Name
L@ whbnrservicemailbox@custhelp.com l whnrservicemailbox@ custhelp.com

Service Mailboxes . .
Outreach Mailb Outgoing Email Enable
v
Hireac ahoxes Incoming Email Enable  To configure ‘Incoming Email Enable’ for an Oracle Managed

L'a whbnroutreachmailbox@rnmk.com Mailbox, please visit https://cloud.oracle.com
Default
Outgoing Email |Authentication—Re5ults: mta4237.mail.nel.yshoo.com from=gmail.com; domainkeys=neutral (no sig); from=gmail.com; dkim=neutral (noc sig) |
«Envelope From / Bounce Address Received: from 127.9.8.1 (EALO mailgwmwds.rightnowtech.com) (74.117.263.125]

(Wb - box@mal el ] by mtad4237.mail.nel.yahoo.com with SMTPS; Wed, 84 Apr 2018 18:85:53 +0080
| whnrservicemailbox@mailmu.custhelp.com Return-Path: <wbnrservicemailbox@mailmw.custhelp.com:

Friendly From / Branded Address Received: from [10.7@.08.68] ([18.7@.0.68:37949] helo=access-mw.rightnowtech.com)
DKIM: [RightNowCXTest@gmail.com ] by rntmwl24.rnmk.com (envelope-from <wbnrservicemailbox@mailmw.custhelp.com:)
(ecelerity 3.6.25.56547 r(Core:3.6.25.8)) with ESMTP

Reply-To Address

! id 7A/F1-@7932-053344CA5; Wed, @4 Apr 2018 ©5:85:52 -250@

| whnrservicemailbox@mailmu.custhelp.com | Received: from webmw@5 . int.rightnowtech.com {localhost [127.8.8.1])

Display Name by access-mw.rightnowtech.com ("Mail Server™) with SMTP id A4DAAE261

[ ] for <rightnowseeecs.testone@yahoo.com>; Wed, 4 Apr 2818 @5:85:52 -@58@ (CDT)
Content-Type: Multipart/Alternative;

boundary="------------ Boundary-28=_S10NVA402222028020008"
[y MOTE Display Mame applies to "Envelope From," "Friendly From” From: RightMowCXTest@igmail.com
and "Reply-to" addresses Reply-To: wbnrservicemailbox@mailmy.custhelp.com

Cc: rightnowseeecs.testoneflyahoo.com, rightnowseeecs. testone@outlook. com

To: rightnowseeecs.testonefigmail. com

Date: Wed, 4 Apr 2018 @3:85:52 -@7e0 (PDT)

Subject: test standard setup [Incident: 180404-020208)

Answer ID 2701: DomainKeys and DKIM email authentication configuration



https://cx.rightnow.com/app/answers/detail/a_id/2701

Outgoing email: SPF (3

#? Mailboxes = x

Maillb
© Mailbores <] Mailboxes Outgoing Email - Edit
¥ emlwbnr
w Oracle Managed Service Mailboxes *Name
Q ; Vit ilbox@custhelp.com [wbnrser\.ricemailbox@custhelp.com . .
Answer ID 2489: SPF and Sender ID considerations
"j rightnowsesecs testthree@gmail.com Incc:Jmin; Email Enable  To configure *Incoming Email Enable’ for an Oracle Managed H . H
¥ Outreach Mailboxes Mailbox, please visit https://cloud.oracle.com W It h O ra C I e Se rVI Ce CI O u d S Ites
_D_a whnroutreachmailbox@rnmk.com Default

Outgoing Email

SpF- | | Eam— Define SPF in DNS: include:rnmk.com

[ RightNowCXTest@gmail.com ]

Friendly From / Branded Address

[ ]

Reply-To Address

[wbnrser\.ricemailbox@mailmw.custhelp.com ]

Display Name

[ Email Webinar Service ]

Received-SPF: softfail (google.com: domain of transitioning rightnowcxtest@gmail.com does not designate 74.117.283.125 as permitted sender) client-ip=74.117.283.125;
Authentication-Results: mx.google.com;
spf=softfail (google.com: domain of transitioning rightnowcxtestfigmail.com does not designate 74.117.283.125 as permitted sender) smtp.mailfrom=RightNowCXTestfigmail.com;
dmarc=tfail (p=NONE sp=QUARANTINE dis=MONE) header.from=gmail.com
Return-Path: <RightNowCXTest@gmail.com>
Received: from [18.72.0.97] ([1e.70.9.97:22188] helo=access-mw.rightnowtech.com) by ratmwl23.rnmk.com (envelope-from <RightNowCxXTestf@gmail.com:) (ecelerity 3.6.25.56547 r(Core:3
B7938-F1AA4CAS; Wed, @4 Apr 2018 B5:34:08 -05e8
Received: from webmw2S.int.rightnowtech.com (localhost [127.8.9.1]) by access-mw.rightnowtech.com ("Mail Serwver") with SMTP id DFBE@CSCE7 for <rightnowseeecs.testonefigmail.com>;
4 Apr 2018 05:34:87 -8500 (CDT)
Content-Type: Multipart/Alternative;
boundary="------------ Boundary-288=_VCPNEHKE2RE230000000 "
From: RightMNowCXTest@gmail.com
Reply-To: wbnrservicemailbox@mailmw.custhelp.com
Cc: rightnowseeecs.testonef@yahoo.com, rightnowseeecs.testonef@outlook.com
To: rightnowseeecs.testonefigmail.com
Date: Wed, 4 Apr 2818 @3:34:87 -8788 (PDT)
Subject: test standard setup [Incident: 128484-200800]



https://cx.rightnow.com/app/answers/detail/a_id/2489

Outgoing email: Reply-To (4

LTIV R 7)) 180404-000000 X

0 Mailboxes ; . s . B
<] Mailboxes Outgoing Email - Edit
¥ emlwbnr
¥ Oracle Managed Service Mailboxes "Name

4 whnrservicemailbox@custhelp.com whnrservicemailbox@custhelp.com

¥ Service Mailboxes ) .

& right testthree® . Outgoing Email Enable
=g no.wseeecs. Estres=gmar.com Incoming Email Enable  To configure “Incoming Email Enable’ for an Oracle Managed
¥ Outreach Mailboxes Mailbox, please visit https://cloud.oracle.com

ﬂwbnroutreachmailbox@rnmk.com Default

Qutgoing Email
*Envelope From / Bounce Address
RightMowCXTest@gmail.com ]

Friendly From / Branded Address

RightNowCKTest@grmail.com ]

Reply-To Address
[ RightMNowCKTest@grmail.com J ]

Display Mame

[ J

Aw NOTE Display Name applies to "Envelope From," "Friendly From"
and "Reply-to" addresses

NOTE: SMTP forward setup is required if Reply-To is changed!
NOTE 2: Oracle’s SMTP server is still the one sending the email

test standard setup [Incident: 180404-000000]

RightNowCXTest@gmail.com
To: rightnowseeecs.testone@gmail.com

Cc: rightnowseeecs.testone@yahoo.com, rightnowseeecs.testone@outlook.com

Recently you requested personal assistance from our on-line support
center. Below is a summary of your request and our response.

We are continuing to work on your issue. To update your question with
additional information, click here

Subject

test standard setup

Response By Email (Eml Wbnr Admin 1) (04/10/2018 04:08 AM)
Reply-To Address changed and Display Name removed
Response By Email (Eml Wbnr Admin 1) (04/10/2018 03:53 AM)
Reply-To Address also changed

Response By Email (Eml Wbnr Admin 1) (04/04/2018 03:40 AM)
Added Display Name

Response By Email (Eml Wbnr Admin 1) (04/04/2018 03:34 AM)
Modified Envelope From / Bounce Address

Response By Email (Eml Wbnr Admin 1) (04/04/2018 03:05 AM)
Modified Friendly From / Branded Address

Response By Email (Eml Wbnr Admin 1) (04/04/2018 02:58 AM)
standard response

Customer By Phone (Eml Wbnr Admin 1) (04/04/2018 02:58 AM)
standard setup test

Question Reference # 180404-000000

Date Created: 04/04/2018 02:58 AM
Date Last Updated: 04/10/2018 04:08 AM
Status: Updated

“ @ > -

To @ RightNowCxTest@gmail.com




Troubleshooting Email - Header

Mail Header

Below is the mail header for this email thread

s

Received: from fltem'lM'Ei ngmnowtech com {cudamw1ﬁ it nghtnowtech com [10. 518 17
{using TLSv1.2 with cipher DHE-RSA-AES256-GCM-SHA384 (256256 bits))
(Mo client certificate requested)
by mailmw 01 rightnowtech.com ("Mail Server”) with ESMTPS id 573EC4AQ3F
for «wbnrservicemailbox @mailmw custhelp com; Tue, 3 Apr 2018 07:21:15-0500 (CDT)

Received: from mail{(H44 google com {mail4f0444.google .com [209.85.215.44]) by fitermw 16 rightnowtech .com with ESMTP id 4fdiggVG733BvkBM
(version=TL5v1.2 cipher=ECDOHE-RSA-AES128-GCM-SHAZ56 bits=128 verify=N0) for <wbnrservicemailbox@mailmw custhelp .com>; Tue, 03 Apr 2018 07:21:10 -
0500 {COTY
X-Bamacuda-Envelope-From: rightnowseeecs testonei@gmail com
X-Bamacuda-Efective-Source-IP: mailf(H44 google com[209.85.215.44]
X-Bamacuda-fpparent-Source-P- A9 85 215 44
Received: by mail4f04{44 google com with SMTF id v207-v62013871258fa.10
for <wbnrservicemailbox@mailmw custhelp.com:; Tue, 03 Apr 2018 05:21:10 -0700 (PO T)
DKIM-Signature: v=T1; a=rsa-shabb; c=relaxed relaxed;
d=gmail com; s=20161025;
h=mime-version inreplyto references from:date message-d subject to;
bh=gx Kbl Ut RjLIMkC1Chw KR DOm 37 Rlm M Sgmf P ¥g 40600 =;
b=EZDHSyk ATOp 20B3IHObOW Weanaz FiQ 7ALFBYViBZW G UIWESP 22 1K XSy F3pea Y1
HEDOEW 094pr915FAcMPdz01GeCIBEZIK3TWRAS7Z3JF 2d Tkta+5iAk HVWwlo Lrw FOB/F
TOT/MSkliy X YHLNBxda+/AEKNxu9gEr Tlag69e 4Fk 03x LG 1/p U0 25H+spOdvlec U
+L7iSXWOI D8k Sh 5L ZryQd JABIQGJZF 270 UpMKMaHH 3 FjVJ AaH/Gaky BAb XOCOwWb Tp P&
c2c/+NgSD¥a8piAlAuE)Ighk-+n U 7esaBw(+Hua W Lhwbp & Yupnmk PL: TERBvISUHIUiia
Hillg==
X-Google-DKIM-Signature: w=1; a=rsa-sha256; c=relaxed /relaxed;
d=1e100.net; s=20161025;
h=x-gm-message-state mime-version in-reply-to references from:date
‘message-id:subjectto;
bh=gx Kbl Lit RjLIMK.C1Chw KR 0Om 37 Rim M Sgmif P Xg Q600 =;
b=UZ4HVUnd 7HePGQO5qQEEShx ZZ Ak QyyROF1 SOk QF VeI T Uvg Sp RZBWwy A B HW NI 2
nUiAEQPBLVj 1tiS Uc/1H/Cx 1akx EBcj2 1D 0myj03 DECFMnv 3ewf /ddRRmFX2Mz Lo 74
piFOJBtHh XKee 35 Uug DIW Sycefxqy3dmZPo5 U1 MrAB QJBZA KWw YrJChLi/AJGN Yt HFYp
SAaR 25 UG V+gvzNX¥p5lamdnHVUnRimgl ZRCHZ:F) UJOMd 1 Zbn ATd 7Ym3JID TZAR
Brv20nZ 3w BGj 7z 7S XedkraMhyi3gbhu,/ TGr/UEKmpJ 8qt VmfieQbJ KZr TDk NUSHB XBm
[ T
X-Gm-Message-State: ALOsBAZ0THs2+CYd I TnFmP 2vCavgFbXn W THyFi 3 UYHtnJ 1UZT 0w Gy
2n'kJJGrChtw 5/ SFRIQAKIrZ0am 2/uNzFXMPry=
X-Google-Smtp-Source: Alpwxd3Cxk SilzsWhF41rltAZ51 2Kk BO/h 1 7Mk BFD2V6sroduel STt FAFOK AK Y s Tihl BBERBLrKFCOxEvh BZa1JoY=
X-Received: by 10.46.25.134 with SMTP id 6mr8323661ljz.14.1522758068307; Tue,
03 Apr 2018 05:21.08 -0700 (POT)
MIME-Version: 1.0
(: Received: by 2002:a19:a042:0:0:0:0:0 with HTTP; Tue 3
Ir1 Hepl:.' To <F{N'I'I' ﬂ\rMG wr?D\rES Hb Gvse"_.'L?J\qu H“U:pr'l" F‘F‘ g 1522?5?38? 2D¥oJ3YTGw!l@utimw 2 int fightnowtech.com>

A & pJ3YTEw !l @utiimw 2 int rightnowtech .com
From: nghtnowseeecs Testone mgmnowseeecs testone@gmaﬂ com>

Date: Tue, 3 Apr 2018 15:21:08 +0300
Message-D: <CAHKjFoduDABRgvgd-4=50gjlck TxO-WGLUwyWFRTL=Q5EVIL4nCQ @mail gmail com:
Subject: Re: emlwbnrtest 1 email [Incident: 180403-000002]

To: wbnrservicemailbox @mailmw .custhelp .com

A-palaUng-subl: Re! emiwbnrtest T emall [Incident: TSUE03-0000L]

b igh'

&7 Attachment(s) (1) + Righ




Troubleshooting Email - Header

'_"Q TOOLBOX®
—_———

MX Lookup

Qo

Ho Delay
p
1 «

2 2 seconds

3 0 seconds

4 5 seconds

5 0 seconds

Blacklists Di

Received Delay: 7 seconds

From to

to mail-Ifi0-f44_google.com
to filttermw16.rightnowtech.com

to mailmw01.rightnowtech.com

to

Blog APl Products About Us

agnostics Domain Health Analyze Headers Free Monitoring DMARC Invesstigator

DNS Lookup

Support

Login

More «

0 2 4
Relay (Seconds)
From By
mail-if0-f44_google.com
mail-If0-f44 . google.com 209.85.215 .44 filtermw16.rightnowtech.com
filtermw16.rightnowtech.com 10.53.8.50 mailmw01_rightnowtech.com
10.53.8.1 10.563.8.32

With

HTTP

SMTP

ESMTP

cipher DHE-RSA
-AES256-GCM-5
HAZ384 (256/256
bits)) (No client ¢
ertificate request
ed)

with

Time (UTC) Blacklist

4/3/2018 12
:21:08 PM

4/3/2018 12
21:10 PM

4/3/2018 12
21:10 PM

4/3/2018 12
21:15 PM

4/3/2018 12
21:15 PM

o

o

o

NOTE: does not take into account
techmail processing time
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Bounce Email Handling (1)

A T Ll 1. uf

( Contert-Type: multipart/report; reporttype=delivery-status;

oundany="qc Jdn i e u Hw==
Date: Mon, 30 Apr 2018 08:00:46 -0500

=g LIMWWHEDLSjUdn 2 SpiCW3+PeGk # PuArFCHw==

Content-Type: text /plain
Thizs message was created automatically by the mail system (ecelerty).

A message that you sent could not be deliversd to one or maore of its
recipients. This is a permanent emaor. The following addressies) failed:

=== rightnowseeecs testfour@gmail com (after RCPT TO): 550-5.1.1 The email account that you tried to reach does not exist. Please try
550-5.1.1 double-checking the recipient''s email address for typos or

550-5.1.1 unnecessary spaces. Leam more at

550 511 hitps://support google com/mail/ *p=MNoSuchUser | 130~v6si606380% a 28 - gsmtp

—qc LIMWWHEDISj Lidn 2. 9piCV5+PeGlk 4 PuArFC Hw==
Content-Type: message/delivery-status

Reporting-MTA: dns; maifammw (4 int rightnowtech .com
Amival-Date: Mon, 30 Apr 2018 03:00:46 0500

Status: 5.1.1

Last-Atempt-Date: Maon, 30 Apr 2018 08:00:46 -0500

Remote-MTA: dng; gmail-smtp4n | google com

Diagnostic-Code: smtp; 550-5.1.1 The email account that you tried to reach does not exist. Please try
550-5.1.1 double-checking the recipient''s email address for typos or

550-5.1.1 unnecessary spaces. Leam more at

550 5.1.1 hittps://support.google.com/mail/ tp=MoSuch User j130~v6si0063803t a. 38 - gsmtp

Action: failed

Final-Recipient: fc822; ightnowseeecs testfouri@gmail .com

—qcUMWWHDIS| Udn 2 9piCVS+PeGk k PuArFCHw==
Content-Type: text /plain
Content-Disposition: inline

—— This is a copy of the headers of the original message. —

20E 8
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Bounce Email Handling (1)

Customer ~* Service Email = Mail Delivery Systern, 04/30/2018 0655 AM

This message was created automatically by the mail system (ecelerity).

A message that you sent could not be delivered to one or more of its
recipients. This is a permanent error. The following address(es) failed:

== rightnowseeecs.testfour@gmail.com (after RCPT TQ): 550-5.1.1 The email account that you tried to reach does not exist. Please try

550-3.1.1 double-checking the recipient's ernail address for typos or

550-5.1.1 unnecessary spaces. Learn more at

550 5.1.1 https://suppeort.google.com/mail/?p=NoSuchUser yb2-vbsib3371609itg. 127 - gsmtp--——-- This is a copy of the headers of the original message, ------

Return-Path: <wbnrservicemailbox@mailmw.custhelp.com:

DEIM-Signature: v=1; a=rsa-shal; d=mailmw.custhelp.com; s=dkimrnt; c=relaxed/relaxed;
g=dns/bd; i= @mailmw.custhelp.com; t=1525096506;

h=From:5Subject:Date: Ta:MIME-Version: Content-Type:
bh=o/7sh3Hk3+WIGqkRVIEWnoxrhO0=;

b=MrmfeHwr/FAVETEZtn O+ Y/ geV/ggdHgemV3Wpd TtVzLHwdFCdhWWm TxMIFgvxhg
nBPUVidTHM2UcL3iRKsHAtmEVwfofkeDtLgOmyUeln TKEBgcpLgl Ougl3Cin3TX
oRA4DelvErCGvEnREEAT XmazA+ UmXsDbou7+uSbufg=;

DomainKey-5ignature: gq=dns; a=rsa-shal; c=nofws;

s=dkrnt; d=rmailmw.custhelp.com;

h=Received: Content-Type:From:Reply-To: To:Date: Subject: MIME-Yersion:Message-|d;
b=RKHUIgGEtr8T2/3vWM3x054B3CddRvsktG XDy CEZ MW miWdMNGL Rv3oZgdxTh
JUvEYSASrRObEVUKPIHSU4+fqE1 590/ 10pcuTaPyWhP5Zysanty TASKcUDFsDd
TulsuGODz+ mBsDwM344gMNhOyMRhHEAGR+izcREKddZXE=

Received: from [10.70.0.70] ([10.70.0.70:40535] helo=access-mw.rightnowtech.com)

by rotrwl24.rnmk.com (envelope-from <wbnrservicemailbox@mailmw.custhelp.com=)
(ecelerity 3.6.25.56547 r(Core:3.6.25.0)) with ESMTP LV
id 96/8A-07930-A3027EAS; Mon, 30 Apr 2013 08:55:06 -0500

Answer ID 1638: Allowing bounced incident responses into Oracle Service Cloud for review

More info in tables inc_bounced mgs, message trans


https://cx.rightnow.com/app/answers/detail/a_id/1638

Investigating Missing emails

Incoming emails:

Get From/To/Date/Subject

Make sure recipient mailbox is
setup correctly (forwarding,

mailbox setup)

Utilities/EGW_ENABLED (test

1.
2.
3.

sites)
4. Chec
5. Chec
6. Chec

K Barracuda
< tm_filter_details

K threads

Outgoing emails:
1. Check mailbox is correctly
configured

2. Check Audit log (response
sent, message delivery to
some recipients failed, etc)

3. Checkinc_bounced mgs,
message_trans
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